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Key Features

- Gain confidence in using Docker for contai nerization without compromising on

security
- Thisbook covers different techniques to help you develop your container
security skills

- It isloaded with practical examples and real-world scenarios to secure your
container-based applications

Book Description

With the rising integration and adoption of Docker containers, there is a growing
need to ensure their security.

The purpose of this book isto provide techniques and enhance your skillsto
secure Docker containers easily and efficiently. The book starts by sharing the
techniques to configure Docker components securely and explore the different
security measures/methods one can use to secure the kernel.

Furthermore, we will cover the best practices to report Docker security findings
and will show you how you can safely report any security findings you come
across. Toward the end, we list the internal and third-party tools that can help you
immunize your Docker environment.

By the end of this book, you will have a complete understanding of Docker
security so you are able to protect your container-based applications.

What you will learn

- Find out how to secure your Docker hosts and nodes

- Secure your Docker components

- Explore different security measures/methods for Linux kernels

- Install and run the Docker Bench security application

- Monitor and report security issues

- Familiarize yourself with third-party tools such as Traffic Authorization,
Summon, sVirt, and SELinux to secure your Docker environment
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About the Author

Scott Gallagher has been fascinated with technology since he was in elementary
school, when he used to play Oregon Trail. His love continued through middle
school, working on more Apple Ile computers. In high school, he learned how
build computers and program in BASIC! His college years were all about server
technologies such as Novell, Microsoft, and Red Hat. After college, he continued
to work on Novell, all while keeping an interest in all the technologies. He then
moved into managing Microsoft environments and eventually into what heis the
most passionate about, Linux environments, and now his focus is on Docker and
cloud environments.
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play Oregon Trail. His love continued through middle school, working on more Apple |1e computers. In high
school, he learned how build computers and program in BASIC! His college years were all about server
technologies such as Novell, Microsoft, and Red Hat. After college, he continued to work on Novell, all
while keeping an interest in all the technologies. He then moved into managing Microsoft environments and
eventually into what he is the most passionate about, Linux environments, and now his focusis on Docker
and cloud environments.
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Editorial Review
About the Author
Scott Gallagher

Scott Gallagher has been fascinated with technology since he wasin elementary school, when he used to
play Oregon Trail. His love continued through middle school, working on more Apple I1e computers. In high
school, he learned how build computers and program in BASIC! His college years were all about server
technol ogies such as Novell, Microsoft, and Red Hat. After college, he continued to work on Novell, all
while keeping an interest in all the technologies. He then moved into managing Microsoft environments and
eventually into what he is the most passionate about, Linux environments, and now his focusis on Docker
and cloud environments.

Users Review
From reader reviews:
Helen Elder:

Hey guys, do you really wants to finds a new book you just read? May be the book with the headline
Securing Docker suitable to you? The particular book was written by well-known writer in this era. The book
untitled Securing Dockeris one of several books that will everyone read now. This particular book was
inspired many peoplein the world. When you read this book you will enter the new way of measuring that
you ever know ahead of. The author explained their thought in the simple way, therefore all of people can
easily to understand the core of this book. This book will give you awide range of information about this
world now. So that you can see the represented of the world on this book.

Rene Defeo:

A lot of people always spent their very own free time to vacation or even go to the outside with them family
members or their friend. Did you know? Many alot of people spent many people free time just watching TV,
or perhaps playing video games all day long. If you want to try to find a new activity thisislook different
you can read a new book. It isreally fun for you. If you enjoy the book which you read you can spent all day
every day to reading a publication. The book Securing Docker it isvery good to read. There are alot of
people who recommended this book. We were holding enjoying reading this book. When you did not have
enough space to develop this book you can buy typically the e-book. Y ou can mOore quickly to read this
book through your smart phone. The priceis not to fund but this book has high quality.

Kelly Spinney:

The reason why? Because this Securing Docker is an unordinary book that the inside of the book waiting for
you to snap that but latter it will shock you with the secret the ideainside. Reading this book next to it was
fantastic author who also write the book in such amazing way makes the content inside of easier to



understand, entertaining way but still convey the meaning thoroughly. So , it is good for you because of not
hesitating having this any more or you going to regret it. This amazing book will give you alot of advantages
than the other book have such as help improving your skill and your critical thinking method. So , still want
to delay having that book? If | were you | will go to the e-book store hurriedly.

Nathaniel Mitchell:

The book untitled Securing Docker contain alot of information on it. The writer explains her idea with easy
way. The language is very clear to see all the people, so do not really worry, you can easy to read this. The
book was published by famous author. The author brings you in the new time of literary works. It is possible
to read this book because you can read on your smart phone, or product, so you can read the book in
anywhere and anytime. If you want to buy the e-book, you can open their official web-site as well as order it.
Have a nice study.
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