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The traditional view of information security includes the three cornerstones:
confidentiality, integrity, and availability; however the author asserts
authentication is the third keystone. As the field continues to grow in complexity,
novices and professionals need a reliable reference that clearly outlines the
essentials. Security without Obscurity: A Guide to Confidentiality,
Authentication, and Integrity fills this need.

Rather than focusing on compliance or policies and procedures, this book takes a
top-down approach. It shares the author’s knowledge, insights, and observations
about information security based on his experience developing dozens of ISO
Technical Committee 68 and ANSI accredited X9 standards. Starting with the
fundamentals, it provides an understanding of how to approach information
security from the bedrock principles of confidentiality, integrity, and
authentication.

The text delves beyond the typical cryptographic abstracts of encryption and
digital signatures as the fundamental security controls to explain how to
implement them into applications, policies, and procedures to meet business and
compliance requirements. Providing you with a foundation in cryptography, it
keeps things simple regarding symmetric versus asymmetric cryptography, and
only refers to algorithms in general, without going too deeply into complex
mathematics.

Presenting comprehensive and in-depth coverage of confidentiality, integrity,
authentication, non-repudiation, privacy, and key management, this book
supplies authoritative insight into the commonalities and differences of various
users, providers, and regulators in the U.S. and abroad.
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The traditional view of information security includes the three cornerstones: confidentiality, integrity, and
availability; however the author asserts authentication is the third keystone. As the field continues to grow in
complexity, novices and professionals need a reliable reference that clearly outlines the essentials. Security
without Obscurity: A Guide to Confidentiality, Authentication, and Integrity fills this need.

Rather than focusing on compliance or policies and procedures, this book takes a top-down approach. It
shares the author’s knowledge, insights, and observations about information security based on his experience
developing dozens of ISO Technical Committee 68 and ANSI accredited X9 standards. Starting with the
fundamentals, it provides an understanding of how to approach information security from the bedrock
principles of confidentiality, integrity, and authentication.

The text delves beyond the typical cryptographic abstracts of encryption and digital signatures as the
fundamental security controls to explain how to implement them into applications, policies, and procedures
to meet business and compliance requirements. Providing you with a foundation in cryptography, it keeps
things simple regarding symmetric versus asymmetric cryptography, and only refers to algorithms in general,
without going too deeply into complex mathematics.

Presenting comprehensive and in-depth coverage of confidentiality, integrity, authentication, non-
repudiation, privacy, and key management, this book supplies authoritative insight into the commonalities
and differences of various users, providers, and regulators in the U.S. and abroad.
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Editorial Review

Review

Jeff's extensive practical experience in applying information security and his expertise in cryptographic
standards makes this book a must-read for the information security professional. Security without
Obscurity: A Guide to Confidentiality, Authentication, and Integrity deserves a place in your reference
library.
?Ralph Spencer Poore, CFE, CISA, CISSP, CHS-III, PCIP, ISSA Distinguished Fellow, ISSA Honor Roll

Having worked at the same consulting firm and also on a project with author J.J. Stapleton (full disclosure);
I knew he was a really smart guy. In Security without Obscurity: A Guide to Confidentiality,
Authentication and Integrity, Stapleton shows how broad his security knowledge is to the world. When it
comes to the world of encryption and cryptography, Stapleton has had his hand in a lot of different
cryptographic pies. He has been part of cryptographic accreditation committees for many different standard
bodies across the globe. ... Those looking for a highly technical overview, interoperability guidance, and
overall reference will find the book most rewarding. ... One of the ways Stapleton brings his broad
experience to the book is in the many areas where he compares different types of cryptosystems, technologies
and algorithms. This enables the reader to understand what the appropriate type of authentication is most
beneficial for the specific requirement. ... For anyone looking for an authoritative text on how to fully
implement cross-platform security and authentication across the enterprise, this is a valuable reference to
get that job done.
?Book review by Ben Rothke, writing on slashdot.org
View the full review at:
http://books.slashdot.org/story/14/06/16/1245237/book-review-security-without-obscurity

… the author is well qualified to assay the vital information technology field of computer network security …
The text is peppered with instructive figures and tables … very clearly written …
?John Maxymuk for ARBAonline

About the Author

Jeff J. Stapleton has over 30 years experience developing and assessing payment systems and security
techniques, including cryptography and biometrics. His career includes the major card brands (MasterCard,
Visa, American Express, and Discover) for payment systems and security assessments; big-four accounting
firm experience performing security assessments of applications, systems, and products; working with large
and medium-sized financial institutions providing risk assessments and security compliance audits; and
developing policies, practices, and procedures for security systems.

Jeff has participated in developing ISO and X9 security standards for over 25 years within the financial
services industry. For the first five years, he participated on several X9 workgroups and has been an industry
liaison and U.S. expert several times for various ISO workgroups. In addition, he has been chair of the X9F4
Cryptographic Protocols and Application Security Workgroup for 15 years. His experience includes



participation on several X9 and ISO workgroups and development of over three dozen ISO and X9
standards. Some of the standards have multiple parts, which add to the overall count.

Jeff has published articles in various information security journals, IEEE papers, PKI Forum notes, and is a
contributing author to several books on biometrics and cryptography. He is also a patent holder for
cryptographic solutions.

Jeff has also authored various white papers for customers on debit card payments, key management, data loss
prevention (DLP) solutions, and format-preserving encryption (FPE). He is a CISSP® and former Certified
TG-3 Assessor (CTGA®) and PCI Qualified Security Assessor (QSA®). The CTGA and QSA are only viable
for security consultants in active practice. He has also been a frequent public speaker at information security
conferences, seminars, and webinars.

Users Review

From reader reviews:

Terry Matlock:

Do you have favorite book? In case you have, what is your favorite's book? Publication is very important
thing for us to understand everything in the world. Each publication has different aim or goal; it means that
reserve has different type. Some people truly feel enjoy to spend their time for you to read a book. These are
reading whatever they acquire because their hobby is definitely reading a book. What about the person who
don't like examining a book? Sometime, individual feel need book when they found difficult problem or
maybe exercise. Well, probably you'll have this Security without Obscurity: A Guide to Confidentiality,
Authentication, and Integrity.

William Marquis:

This Security without Obscurity: A Guide to Confidentiality, Authentication, and Integrity book is absolutely
not ordinary book, you have after that it the world is in your hands. The benefit you have by reading this
book is definitely information inside this e-book incredible fresh, you will get details which is getting deeper
you actually read a lot of information you will get. This particular Security without Obscurity: A Guide to
Confidentiality, Authentication, and Integrity without we understand teach the one who reading it become
critical in contemplating and analyzing. Don't end up being worry Security without Obscurity: A Guide to
Confidentiality, Authentication, and Integrity can bring when you are and not make your case space or
bookshelves' turn out to be full because you can have it in the lovely laptop even cell phone. This Security
without Obscurity: A Guide to Confidentiality, Authentication, and Integrity having excellent arrangement in
word and layout, so you will not sense uninterested in reading.

Sheila Seim:

Nowadays reading books be than want or need but also become a life style. This reading behavior give you
lot of advantages. The benefits you got of course the knowledge even the information inside the book that
will improve your knowledge and information. The data you get based on what kind of guide you read, if
you want get more knowledge just go with training books but if you want feel happy read one using theme



for entertaining for example comic or novel. The actual Security without Obscurity: A Guide to
Confidentiality, Authentication, and Integrity is kind of e-book which is giving the reader erratic experience.

Merle Poteet:

As we know that book is significant thing to add our information for everything. By a guide we can know
everything we want. A book is a list of written, printed, illustrated or even blank sheet. Every year had been
exactly added. This book Security without Obscurity: A Guide to Confidentiality, Authentication, and
Integrity was filled regarding science. Spend your extra time to add your knowledge about your scientific
disciplines competence. Some people has different feel when they reading the book. If you know how big
selling point of a book, you can feel enjoy to read a publication. In the modern era like now, many ways to
get book which you wanted.
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