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Master the skills necessary to launch and complete a successful computer
investigation with the updated fourth edition of this popular book, GUIDE TO
COMPUTER FORENSICS AND INVESTIGATIONS. This resource guides
readers through conducting a high-tech investigation, from acquiring digital
evidence to reporting its findings. Updated coverage includes new software and
technologies as well as up-to-date reference sections, and content includes how to
set up a forensics lab, how to acquire the proper and necessary tools, and how to
conduct the investigation and subsequent digital analysis. It is appropriate for
students new to the field, or as a refresher and technology update for
professionals in law enforcement, investigations, or computer security. The book
features free downloads of the latest forensic software, so readers can become
familiar with the tools of the trade.
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Master the skills necessary to launch and complete a successful computer investigation with the updated
fourth edition of this popular book, GUIDE TO COMPUTER FORENSICS AND INVESTIGATIONS. This
resource guides readers through conducting a high-tech investigation, from acquiring digital evidence to
reporting its findings. Updated coverage includes new software and technologies as well as up-to-date
reference sections, and content includes how to set up a forensics lab, how to acquire the proper and
necessary tools, and how to conduct the investigation and subsequent digital analysis. It is appropriate for
students new to the field, or as a refresher and technology update for professionals in law enforcement,
investigations, or computer security. The book features free downloads of the latest forensic software, so
readers can become familiar with the tools of the trade.
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Editorial Review

Review
1: Computer Forensics and Investigation Processes. 2: Understanding Computing Investigations. 3: The
Investigator's Office and Laboratory. 4: Data Acquisitions. 5: Processing Crime and Incident Scenes. 6:
Working with Windows and DOS Systems. 7: Current Computer Forensics Tools. 8: Macintosh and Linux
Boot Processes and File Systems. 9: Computer Forensics Analysis. 10: Recovering Graphics Files. 11:
Virtual Machines, Network Forensics, and Live Acquisitions. 12: E-mail Investigations. 13: Cell Phone and
Mobile Device Forensics. 14: Report Writing for High-Tech Investigations. 15: Expert Testimony in High-
Tech Investigations. 16: Ethics and High-Tech Investigations. Appendix A: Certification and Testing
Processes for Computer Forensics. Appendix B: ComputerForensics References. Appendix C: Computer
Forensics Lab Configuration. Appendix D: DOS-Based Computer Forensics Tools.

About the Author
Bill Nelson has been a computer forensics examiner for a Fortune 50 company for the past 12 years and has
developed high-tech investigation programs for professional organizations and colleges. His previous
experience includes AFIS software engineering and reserve police work.

Amelia Phillips is a graduate of the Massachusetts Institute of Technology and has worked for more than 30
years in government, private industry, and academics. She has designed distance education classes and e-
commerce, computer forensics, and network security programs at several community colleges. Amelia is
Chair of the Pure and Applied Science Division at Highline Community College, a Fulbright Scholar, and a
recent PhD in computer security.

Christopher Steuart is one of the founders and the staff attorney for IT Forensics.com. Previously, he was an
information systems security specialist for a Fortune 50 company and the United States government. Chris
resides in Seattle, Washington.

Users Review

From reader reviews:

Brenda Gregg:

What do you regarding book? It is not important with you? Or just adding material when you want
something to explain what the ones you have problem? How about your extra time? Or are you busy man or
woman? If you don't have spare time to accomplish others business, it is give you a sense of feeling bored
faster. And you have extra time? What did you do? All people has many questions above. They need to
answer that question due to the fact just their can do that. It said that about guide. Book is familiar on every
person. Yes, it is suitable. Because start from on guardería until university need this particular Guide to
Computer Forensics and Investigations (Book & CD) to read.

Albert Collins:

Often the book Guide to Computer Forensics and Investigations (Book & CD) will bring one to the new



experience of reading a new book. The author style to elucidate the idea is very unique. Should you try to
find new book to study, this book very suitable to you. The book Guide to Computer Forensics and
Investigations (Book & CD) is much recommended to you you just read. You can also get the e-book from
your official web site, so you can quickly to read the book.

Otis Key:

People live in this new time of lifestyle always attempt to and must have the free time or they will get lot of
stress from both way of life and work. So , if we ask do people have extra time, we will say absolutely
without a doubt. People is human not just a robot. Then we consult again, what kind of activity are there
when the spare time coming to you actually of course your answer will probably unlimited right. Then ever
try this one, reading books. It can be your alternative with spending your spare time, the actual book you
have read is definitely Guide to Computer Forensics and Investigations (Book & CD).

Sandra Forester:

Beside that Guide to Computer Forensics and Investigations (Book & CD) in your phone, it can give you a
way to get more close to the new knowledge or information. The information and the knowledge you can got
here is fresh in the oven so don't be worry if you feel like an aged people live in narrow town. It is good
thing to have Guide to Computer Forensics and Investigations (Book & CD) because this book offers for you
readable information. Do you often have book but you would not get what it's all about. Oh come on, that wil
happen if you have this within your hand. The Enjoyable agreement here cannot be questionable, including
treasuring beautiful island. Techniques you still want to miss the idea? Find this book and also read it from
currently!
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